By HERB DEUTSCH AND STEPHEN BERGER

VOTING SYSTEMS
STANDARDS

(CERTIFICATIONS

Surveying the effort to create a new implementation-independent

IN THE U.S., VOTING SYSTEMS IN EACH
state are purchased by the designated Election
Authority, which may be a city election commis-
sion, a county, or the state itself. However,
voting system vendors cannot merely pre-
sent voting systems to the election author-
ity for sale: these systems must first be
certified by the state before they may be |
sold, as has been the case for decades. As
early as the 1970s, certification require-
ments varied drastically from state to state.
Some states required a demonstration of
the proposed equipment before the State
Election Board while others only required
an application for certification. Still others
required a full set of hardware qualification
tests to be performed by an Independent
Testing Authority (ITA), including many
of the hardware reliability shake-and-bake
tests that are performed today.

As the variety of devices and sophistication of vot-
ing equipment increased and microprocessors were
incorporated into the hardware platforms, it became
increasingly clear that uniform standards were
required for evaluation and qualification of voting

voting system standard.

equipment. The first national standard in this area
was published in 1990 by the U.S. Federal Election
Commission (FEC) Office of Elections Administra-
tion (OEA), which has now been incorpo-
rated into the U.S. Election Assistance
Commission (EAC). Although voluntary in
nature, the 1990 FEC standard introduced
the first set of national requirements for vot-
ing equipment. Several years after its intro-
duction, the National Association of State
Election Directors (NASED) established a
uniform system for testing to the FEC stan-
dard. NASED certified and supervised a set
of ITAs, which provided a central evalua-
tion of voting systems that states could use
as a baseline prerequisite for meeting their
certification requirement. Currently, over
40 states require vendors to first have their
equipment NASED-certified through the
ITA testing process before they can market their
equipment in the state.

While laudable, the 1990 FEC standard was lim-
ited in many ways and, over time, became somewhat
technically dated. The 1990 standard represented
the first step in bringing consistency to what had
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previously been an industry that was independently
regulated by each state. The FEC went a long way but
did not accomplish everything in this first step and in
1997 began a revision of the 1990 standard. This
revision received final approval in May 2002 and is
the current standard used by the NASED-certified
ITAs to qualify equipment. The 2002 FEC standard
makes tremendous progress in the development of
voting standards: human factors, disability access, and
security are all treated in greater detail, or in some
instances are introduced for the first time.

In 2001, the IEEE Standards Association inaugu-
rated Project 1583. P1583 is the first voting equip-
ment standard to be developed in the open, consensus
process under ANSI rules. Participation in P1583 is
open to all interest groups and has included participa-
tion from a wide variety of individuals representing
different interests. For a standard to be adopted by the

and Version/Revision of each component. The 2002
standard, however, now requires an entire voting sys-
tem be tested and certified as an entity. This requires
that any piece of a voting system must be ITA tested
with all associated components of the voting system
and the versions of each component used recorded.
This is true whether the entire system is being certi-
fied or just an upgrade to a single subsystem. Tabula-
tor and/or direct-recording electronic (DRE) election
definitions must be defined with the front-end ballot
layout software under control of the Software/System
ITA and provided to the ITA who will do all of the
hardware and  function testing of the
tabulators/DREs. The Tabulator/DRE ITA will then
provide the Software/System ITA the results of all
election functional testing to be uploaded into the
systems Accumulation and Reporting software. The
creation of election definitions and uploading of

STANDARDS ARE LIVING DOCUMENTS, CONSTANTLY
UNDERGOING REVIEW AND PERIODICALLY UPDATED TO
ADDRESS NEW TECHNOLOGY, REFINEMENT OF TEST
METHODS, AND TO CLARIFY AND REFINE REQUIREMENTS.

IEEE, it must first be accepted by a formal vote of the
active membership of the working group. It must then
successfully pass through a series of reviews and bal-
lots, designed to ensure the standard is technically cor-
rect and is the consensus view of a balanced
representation of all affected interests in the standard.
Once published, IEEE standards are technical recom-
mendations and have no enforcement power on their
own. However, these standards are routinely adopted
by governmental authorities and often become
mandatory through a regulatory process. For IEEE
P1583 to become mandatory would require its adop-
tion for use in the certification process.

Requirements for certification still vary from state
to state. Some states, such as Florida, have their own
Voting System Standard. Even though the FEC Vot-
ing System Standards are a “voluntary” recommenda-
tion of a federal agency, once they are adopted by a
state they become required for certification by that
state. Due to the number of states that now require
testing voting systems, at least as a prerequisite for
state certification if not the full requirement, they are
becoming a de facto required standard.

Under the 1990 Standard, each subsystem of an
end-to-end voting system was tested and indepen-
dently certified. The certification identified Model
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results are just some of the required functional and
reliability testing steps performed as part of the certi-
fication testing. Once this process is successfully com-
pleted, a certification number is assigned to the
system by NASED.

With the passage of the Help America Vote Act
(HAVA), the responsibility has been modified. The
EAC has been created and is now responsible for the
entire process. The National Institute of Standards and
Technology (NIST), under the auspices of the EAC, is
responsible for certifying testing laboratories and
adopting standards for use by these laboratories. Until
this process is fully implemented, the NASED Techni-
cal Committee will continue to supervise the ITA test-
ing laboratories, approve the reports, and issue the
NASED equipment certification numbers. This test-
ing will continue to be done to the FEC 2002 Voting
System Standards until a new standard is adopted by
the EAC. (See the article “Independent Testing of Vot-
ing Systems” in this section for more detailed discus-
sion of the ITA testing laboratories and procedures.)

The FEC 2002 Voting System Standard (VSS) is a
single document comprised of two volumes containing
sections covering all aspects of the voting system
including security, usability and accessibility, soft-
ware/firmware source code, functional and audit



requirements, environments and reliability require-
ments for hardware as well as accuracy and integrity of
all components. The VSS also covers all equipment and
software used in the end-to-end election process includ-
ing ballot layout, programming the tabulators and
DREs, the tabulators and voting equipment them-
selves, and the accumulation and reporting of results.
Volume I of the VSS encompasses the performance
standards for all categories; Volume II defines testing
requirements and methods to ensure that the election
system meets the standards defined in Volume 1.

Standards are living documents, constantly under-
going review and periodically updated to address new
technology, refinement of test methods, and to clarify
and refine requirements. However, until a new stan-
dard is approved by the EAC, the FEC 2002 standard
will continue to be the criteria used by the ITAs for
evaluation and certification of voting systems. This
provides an opportunity for the IEEE P1583 Voting
System Standard effort to be a major contribution to
the ITA testing and certification process. Although the
P1583 scope is limited to the equipment used by vot-
ers in polling places and in-person absentee sites, a
standard developed under the IEEE open process
would provide an immediate vehicle that could be
adopted by the EAC for use by the ITA that performs
Tabulator/DRE testing and certification.

The IEEE has been involved in the standards devel-
opment and the certification process for several years.
Stephen Berger, the chair of IEEE Standards Coordi-
nating Committee 38 (SCC38), is the appointed, ex
officio IEEE representative to the NASED technical
committee. SCC38 is also the sponsor of the P1583
working group. When the IEEE P1583 Standard
development was initiated in 2001, the committee
was divided up into Task Groups (TGs) correspond-
ing to the major technical sections to be addressed in
the standard. These included Security and Confiden-
tiality, Reliability and Accuracy, Usability and
Accessibility, Environmental, Electromagnetic Com-
patibility, and Software. Each TG was to address both
the recommended specifications for the topic as well
as the testing aspect. A subject matter expert was
appointed to be the TG leader of each group. Since its
inception, meetings have been held approximately
every three months to discuss issues as a committee of
the whole as well as to hold TG committee meetings.

The core of the P1583 standard comprises major
sections for definition of performance requirements
and for definition of testing requirements. Each of
these major sections is divided into corresponding
subsections that relate to the TG topics. Each TG cre-
ated a section document for their respective subject
matter for the most part using the FEC 2002 mater-

ial as a starting point. These documents were circu-
lated to the entire TG membership for formal com-
ment and vote. All section comments were resolved
and once the section document was approved, it was
included in the master document. The first version of
the full standard was concurrently distributed in late
August 2003 to both the full P1538 membership and
to the sponsor, the IEEE SA membership who had
previously signed up for the balloting, for formal vot-
ing and commenting. This first balloting failed at both
the committee and sponsor levels and over 1,000 spe-
cific comments were received on the document. Many
of these were related to such controversial topics as
Voter Verified Audit Trail (VVAT) and the handling of
commercial off-the-shelf (COTS) hardware and
software.

DUE TO THE IMPORTANCE OF THESE NEW
VVAT and COTS issues, the new HAVA-defined
requirement for handling Provisional Balloting and
the fact that handling these issues crossed multiple
TG sections, three Special Task Groups (STGs) have
been created to handle their impact and ensure they
are accommodated. Two other STGs have been cre-
ated to handle considerations not encompassed by the
TGs. These are the Technical Data Package (TDP)
requirements and a cross-reference between the FEC
2002 and the P1583 standards as well as between the
HAVA requirements and P1583. All comments are in
the process of being resolved by the five TGs and the
five STGs in accordance with their area of responsibil-
ity. Once comments are resolved and the TG mem-
bers’ approved changes are incorporated in the
document sections, a new draft will be compiled and
circulated to the P1583 committee membership.

At the time this article was written in July 2004, the
P1583 working group intended to have the new draft
available for consideration by late summer. Once it
passes committee approval, it will be submitted for
sponsor ballot and ultimately balloting by the IEEE SA.
The goal of the committee is that an IEEE standard be
issued and adopted by the EAC in time to have an
impact on voting system testing and certification. K
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